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Abstract: Aimed at the defects of existing test methods, a vulnerability detection method for blockchain smart contracts
based on metamorphic testing was proposed, which could generate test cases for specific functions in blockchain smart
contracts to detect possible vulnerabilities. According to the possible security vulnerabilities, different metamorphosis re-
lationships were designed and then metamorphic testing was performed. Through verifying whether the metamorphic re-
lationship between the source test case and the subsequent test case was satisfied, whether the smart contract had related
security vulnerabilities was judged. The experimental results show that the proposed method can effectively detect the
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Source output S — —
Follow input Ay By My
Follow output Sy — —
Input relation B=(Bs+1) — —
Output relation S¢>Sr — —

FEAZBATR A, 9 7R Ja S B R =
i A s RSO IO AN oA, BRI
T AR B 1 7 B P RGN AR Ty K I
W 2RI T IR SR S BT RIE AR S
AREUN, WURMRARE Y, RIE TR TKIRAT A AR
R R TRIREAFRTRBL AN MR E.
4.4 SINERSAEANTIREAGREXFRZIT

AR FE N Tl i 1) BB, R B A A FE T
T R BE B AV HEAT W25 00, RN P 451 A A il
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TR F . MR MR, filk EABGR
TR 2 FABGAR AR MT A SRR S AL P
DN P91 5 A S AR R R L 5 20 A6 A B A A
K 7 R MAEEANAERT G e & LM i
FE it N TR IR P 8 (i S O AR 20 2

function deposit() public payable{
balances[msg.sender] +=msg.value; }

function withdraw(uint256 amount) public payable{
require(balances[msg.sender]>=amount);
require(this.balance>=amount);
msg.sender.call.value(amount)();
balances[msg.sender]-=amount; }

function balanceof(address addr) constant returns(uint256){

0 ® N o L R W N

return balances[addr];}

Bl 7 AP BRI 0 & ORI AR T
Tl A R PR T A 2 R4

FAAE B NI I A RS TE 6 4780 74T, #RYE
13 A, FELAE call HEAEEANL
dr S, Bl 2 AE 7 AT BT T R RS
WS L BGK. 70T AT IR RS
BRI AT AR EABGEIRAARS, #eit— A&
AL RE AL, A8 )5 SRS b T DS oy
BAEAE BB, A E S 202 I AFAE ENIL
e A RS . BT 8 AN A AT 5 20
B A

function attack() public{

re.withdraw(1 ether), }

1
2
3. function() public payable{
4 if(address(re).balance>=1 ether){
5

re.withdraw(1 ether); } }

B8 I AL A2

IR 2 e G 20 BN B IR TR B S AR
DT, TEA 2T BRI ether B, fallback pRZ A 20
P A payable, [KIULES 4 47 R ECA fallback BR%Y
ATLLE Y, fallback ERELN FRCUHA T withdraw J7
%, ARG & A TR — R A K R, S
PLE NI

NI IR BN B G 200 gas 2B HAEIK
A AN EAARGIOE, BT AR T i)
B (GAAE BN TR, 22 gas Fm AR
P ZRAE AN & IR B B SE I, 2 DA & 2

AFAEENBEEIRTD .

RAE R ThEE 1T, M AR & x N fallback B
BRHAE ] withdraw BUH &80, Ao) A8 FH 2
AL THZE e & A bl RB, 5 HBARC R
WK I Jw M

P vy, veervx )& &
gCx, =1vx,=lv-=vx,—D (13)
f(p)==f(g9) (14)

FEBRA MR IR AT 52 T BERAERAE R
S b AR R 0 AR 00 R A H R AR AR FH N )
HEL LRI Z L EEYE . A T AR R 2 _E R
AMEIPE AR, A0 AR OC RBEAT TR,
BT BAR K AR MRs

(L) (r(x,xy) = (x, = x, — ) —2AED

(f (P(x)), P(x,) = (P(x,) == P(x,)))))} (15)
Hrh, xiv o BoR HIFE R (fallback REH RERAE
F withdraw BUH (9440, KR P(x)~ Pxs) 50 5
i H Bk & L0 BN B N A 20 ik 1 AR
B .

HRYER ReA LI IE X, BiE | HEBAE R &R
WK 4 MANTEM N AR R BEEE
Bk 4. Bu#F KENBEEAEH & 2Rk B B
Wit & 2k P fallback B & R R B B H Y
S M AN S AT ARES. B, # MRs (7%
AR NFRSTEN, I3k 6 Pir.

x6 MR; 1 B2 8 B A 35 55 &

Raseiy 1 2 B3 AR 4
Source input Ay By P, M,
Source output Sy — — _
Follow input Ay By Py My
Follow output Sy — — _
Input relation M=M—1 — — —
Output relation S==S — — _

FEZIAR R AR, O T HERRS D2 5 2 il 52
AT REAFAE A BN TBL e s R » A0 FH 451 8 B T
Wi B 2R BN NI, P B Bt
AT A BRI . Oy T B AR R,
PSP B 4 AR A B A 2 R ) v [ A
PUERR U0 2 ARG 2, I BTG A ik
Ko S B s ARV IR ] R Bt B R
BT R0 ENIN. BRI 6] B ] — A
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I 5 SRS R I AR G & MR AA7E R BR A
Tt SR X FH 4510 R i 55 0 P 451 350 e s T e f A B
NI, AR TIERIR & 2 & AR H
ATt . Rk, R As o Rt AT i — 0 p ot
RAE TRt M HARZE & x A fallback B
BRI A withdraw HUH & HE, Ax)MH P E
FEUR FH B e G 20T BUKER 7R 5 F - ik 1) 4 %
ZAl, gCo) v s R 2o S AR e A 4
HEAT DGR EAE 5 P bk R B2 E, 13 AR ¢
RITHKHE 1L Z g N
plx,vx,v---vx )& &
q(x, Vx,V---Vx,) (16)

f(p)=g(q) (17)

TEBA fR IR RIS R, RRRTER E I
TR W AR O R OR H AR RN, AH S
L REIEZ LR M. T, BRARE R
MRg

{(r. [Pl | (r(x,,x,) = (x, = x)) —Le2)

(1f (P(x,), P(x,) = (P(x,) == P(x,)))))} (18)
Her, xiv x Bon B R GE BGEKEREREH
Wi B A EAEBUH &8, KR P(x) P(x;)
Ir RN 2 FRERAE S UK P R R R B

NT s A RE I, BT E L
i fallback B5%0 () withdraw BREEF V06 I BIUR K
SEBEN1.

RGN GEA LI e X, B T WARC RIS
(1) 4 NN B — AN AR R I BGRERAE A,
WH XSG Ak BEABCEREAE B, #SEA
20tk Py 2 PRERAERGK I8 M AU [FERAE R
1T SR BGKH F ERBLRBIZEE S. Ik, 4 MR 1)
R AR RRMEIEA, W3R 7 R,

=7 MR, 1 BfRE 2 B T X F

AR 2R At 1 At 2 A3 Atk 4
Source input A B, P, M,
Source output S — —
Follow input Ay By Py M,
Follow output Ry — — _
Input relation M=M, — — _
Output relation S==Ry — — _

FEZWAR R A, K B E AL R 2 FhANTA
fRIAt, 239002 1 H OGIROR R P ey & A BG4
s I IR EEAS R A BAT (R 45 R 1575 5 it e
WRE, FIWTE L2 AR BB .

5 SCIGAR

B8 UE A SCHE H AR 5 AR IR 7 VR AE R D e
B AP ARAE AR BRI A R, s T 2 AMEEA
IR B S AT SR . AT IR T SREG I 4m =y,
FEAFELIC R E . IR SLIOE A S 45
RE 537,
51 XWigE

AFAE A [F) I ) 11 %85 B B L0 78 HEAT 05078 I g
T B L A O R AT I, R 5K A
Ji£ CNVD. CVE F GitHub "85 i e 21 K 3
by SRR PR ES I B R WSUER (R eI 4 S gk AT SR
WCER > SAB ERA Se B AR s FH R RV (1)
PR A AT W ARG, 56 E we A W R A R

A EMATTEBEMF: 1£ Remix IDE 4wtk
M BN AP REAED, WES N
0.4.26+commit.4563c3fc, EVM Eif%ikFE default, 1
&2 P Hhak A 0x5B38Da6a701c568545dC
fcBO3FcB87556beddC4, Wl # A\ Kt Y il IR 1/ FH 2
AL N 0xAb8483F64d9C6d 1 ECFIb849
Ae677dD3315835¢b2 . Wi AR S0 A AF I AR 5%
AWK 8 Fizm.

=8 38 S8 o AR RO B K &R

WA K R i WX RZIB R AR
MR {1 (r(x,x,) = (x, = 2x,) L)
1 (1f (P(x,), P(x,) = (P(x) == 0 & & P(x,) > 0))))}
vk, PN G = (= 3 42—
’ (1f (P(x,), P(x,) = (P(x;) < P(x;)))}
vk, PN ) = (= 3 42—
’ (#f (P(x,), P(x,) = (P(x,) > P(x;))}
P N R R
(#f (P(x,), P(x,) = (P(x,) > P(x;)))}
MR (L1 ) [ (r(x,3,) = (xy = x, = 1) 22
’ (1f (P(x,), P(x,) = (P(x,) == P(x,))))}
— — )= p1(%)
MR, {(r,[p],rf)\(r(x,,x2)7(x2 7x1)—>

(1f (P(x,), P(x,) = (P(x,) == P(x,))))}
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